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UHCTPYKLMA NO YCTAaHOBKe
Cuctema ynpasneHuna UT-aktnsamm A-TRACKER

1. TPEBOBAHWMA K ATIMAPATHOMY U MPOTPAMMHOMY OBECMEYEHUIO

Mepep yctaHoBKOW cuctembl A-Tracker Heob6x04MMO yA0CTOBEPUTLCS, YTO BbINOAHAOTCA TPeBOBaHMA K

annapaTtHomy obecnedyeHuto U cuctemHomy MO, onucaHHble B 4OKYMeHTe « TpeboBaHUA K cepBepam».
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UHCTpYKLMA No ycTaHOBKe
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2. ONUCAHWUE AUCTPUBYTUBA CUCTEMbI A-TRACKER

B cocTaB guctpubytmsa cuctembl A-Tracker BXoAAT cieaytowime KOMNOHEHTbI:

KomnoHeHT OnucaHue

ATracker.zip ApxuB ¢ npunoskeHnem A-Tracker, KoTopblit (B pacnakoBaHHOM BUZeE)
ncnosbsyetca Ha Web-cepsepe IIS.

ITAM2RU_Integrations.zip [oToBble WabN0OHbI MHTErPALLMOHHbIX MPUNOKEHWUIN 3arPy3KN AaHHbIX U3
HEKOTOPbIX CUCTEM

lic-<Date>.txt dalin ¢ inueHsunen cuctembl A-Tracker. JlnueH3ns BblgaeTca Ha
onpefeneHHbIl CPOK U NpUBA3aHa K UMEHU cepBepa, Ha KOTOPOM
paboTaeT cayxba IS

ITAM2.ru KoHghudeHyuanoHo CtpaHuua 4 us 19
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3. OBLWMWIN NOPAAOK BbINOJTHEHNA YCTAHOBKM CUCTEMbI A-TRACKER

BbinoaHEHMe YyCTaHOBKU U HaCTpOﬁKM cucrtembl A-Tracker npeanoyYTUTENbHO BbINO/IHATL B CeAyrowem nopagke:

1. Cospatb HOBYtO 6a3y AaHHbIX noa A-Tracker
2. BbInonHWTL co3gaHue YueHoi 3anucn Ha SQL-cepBepe AnA nogKAoYeHUA K base gaHHbIX
3. Ha cepBepe NpUIOKEHW BbINONHUTb YCTAHOBKY CayKb IIS
4. BbINONHWUTb HAaCTPOMKY cay:K6 1S
5. CosgaTb npunoxkeHue A-Tracker Ha Web-cepsepe IIS
6. YcTaHOBWTbL CNy»KOy NNaHMPOBLLMKA 3aa4va A-Tracker.
7. HacTtpouTtb napameTpbl NoakAoYeHnsa K SMTP-cepBepy 4/19 BO3MOXHOCTM OTNPABKM YBEAOMIEHWNI
8. Ecnu TpebyeTca, HacTpouTb NapameTpbl NOAKAUYEHUA K cepBepy MS Active Directory
ITAM2.ru KoHghudeHyuanoHo CtpaHuua 5us 19
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4. HACTPOWKA CEPBEPA CYB[

CO34AHUNE HOBOW BA3bl AAHHbIX

[na paboTbl cucTemMbl HEOH6X0AMMO cO34aTb HOBYHO 6a3y AaHHbIX nog, A-Tracker. Jns ynpolueHusa, 6b11m co3aaHbl
CKpUWNTbI, co3aatoLyto 6a3y AaHHbIX C He0H6XoAMMbIMM NapameTpamu (B Tom uncie u collate), a Takxke
HanoNHAoLWMe eé HeobX0ANMOW CTPYKTYPOI U AaHHbIMK:

e  «001. Database drop.sqgl»
e «002. Database create.sql»
e  «003. Database scheme and data.sql»

[ns cosgaHma 6asbl AaHHbIX HEOBXOAMMO BbIMOAHUTbL CieaytoLime Wwarn (NpoaybMpoBaHbl B KOMMEHTapPUAX B
caMumx CKpUnTax):

Cpoenatb aBTO3aMeHy M0 BCEM CKpMNTam HasBaHua 6a3bl gaHHbIX ¢ 'ATrackerProd' Ha Heobxogumoe ums
B daiine «002. Database create.sql» MomeHATb mecTo pasmelteHuns 6asbl gaHHbIx ¢ 'C:\Program
Files\Microsoft SQL Server\MSSQL12.MSSQLSERVER\MSSQL\DATA' Ha Heobxoaumoe

3. BbINOAHUTb CKpMNTbI NOcAesoBaTenbHO B SQL Management Studio ot nonb3oBatens B[], y KoToporo ectb
npaBa Ha co3faHue 6asbl AaHHbIX

HACTPOWKA YYETHOW 3ANUCKU ANA NOAKNIOYEHUA K MS SQL-CEPBEPY

Ha cepsepe MS SQL HeobxoaMmo co3aaThb y4eTHyto 3anuch (Y3), noa KoTopoi cuctema A-Tracker byaet
B3aMMOAencTBOBaTb C 6a30i AaHHbIX. [lonyckaeTcs nogkatodeHne K SQL-cepsepy B ABYX PasNUYHbIX PEXKMMaX:

1. Cwucnonb3oBaHnem Y3 SQL — cepsepa. Torga npumMmeHsieTca ayTeHTUPUKALLMSA C UCNOb30BaHNEM
BCTpoeHHoro normvHa SQL — cepsepa.

2. Cucnonb3oBaHnem gomeHHoM ¥Y3. B aTom cnydae cuctema A-Tracker gonkHa 6bITb 3anyuieHa nog,
[OMeHHOM Y3, KOTopOi pa3pelleHo noakatoyveHme K SQL — cepsepy.

HacTtpoiika cuctembl ¢ ucnosnbsoaHuem Y3 SQL-cepsepa.

1. Heobxoaumo npoBepuTb, YTO B HAcTpOliKax SQL-cepBepa NPUCYTCTBYET BO3SMOMKHOCTb NOAKNIOUEHNA CO
BCTpoeHHoM Y3 SQL-cepsepa. [a15 3TOro Hy»HO Ha*KaTb NPABOM KHOMKOM MbILM Ha Ha3BaHue SQL-
cepBepa U BblbpaTb pasgen <Properties>
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Object Explorer
Connect = ﬂ !E m T 5

= [‘dm Connect... m

= [ Databases

[ Systemn C Disconnect
[ Database Register...
L] AMRef

= M
|J ITAM2A ew Query

| TTAM2RL Activity Monitor
= L Security

= [ Logins Start
&y F=ME Stop "
&y M Pause
A itam Resurmne
Itamaz
i lTaErgz Restart
A NTA Policies b
ﬁ NT St Facets
P NT SF
A sa Start PowerShell
[ Server Rc Reports ,

[ Credenti:
[d Cryptogr Refrech

(3 Audits Properties
E Senver .A.Um.rcurm:rtrurr:

Ha BKnagKe <Security> Hy»KHO NpPoOBeEPUTb, YTO BbibpaH pexknm <SQL Server and Windows Authentication mode>

O oo 55 sowt ~ [y Heb
| ﬁ Memary

g ﬂrs Server authentication

% g:::;: :;Zﬂings (7) Windows Authentication mode

& Advanced @ S0L Server and Windows Authentication mode
ﬁ Pemissions

2. [danee HyXHo co3gaTtb Y3, noa KoTopoi cuctema A-Tracker 6yaet noakntodaTbes K base aaHHbIX. A

3TOrO HaKaTb NPaBOM KHOMKOM MbllUK Ha pa3aen <Logins> u BbibpaTth NyHKT <New Login...>
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I BELEEE

= L Security

o Co [

Mew Login... ogint#
Filter Polings
Start PowerShell

Reports b

Refresh

"BER PP bbb

MT SERVICENSQLSERVERAGEMT

3. 3anonHuTb MMA NONb30BaTeNs W Mapob, yKasaTb Tun — <SQL Server authentication>. CHATb NpU3HaK

<Enforce Password Policy> 1 3anonHntb none <Default Database> HazBaHMeM 3arpyKeHHoOM paHee basbl

JaHHbIX.
Selecta page )
Script - Hel
% General 5 Serwt ~ [ Hep
4 Server Roles
12 User Mapping Login name: ftam2ru Search...
4 Securables -
7 Status ) Windows authentication
@ SOL Server authentication
Password: T
Confirm password: sasesene
[] Specify old passward
Cld password:
Erforce password palicy
[] Enforce password expiration
[] User must change password at next login
(71 Mapped to cerificate | v|
(7) Mapped to asymmetric key | v|
Map to Credential | - A
= = Mapped Credentials Credertial Provider
Server:
localhost
Connection:
ITECOtihomirow
3 View connection properties
Progress | Remowve
Ready Default database: [ITAM2F{U 'l
Defautt language: [‘:ddﬂ:’ h l
[ ok || cance |

4. Hasknagke <User Mapping> f06asutb nosibzosatento ponb <db_owner> gna basbl AaHHbix A-Tracker
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Cuctema ynpasneHuna UT-aktnsamm A-TRACKER
55";:”::?9’ 5 Script + [ Help
%4 Server Roles
# IUser Mapping IUsers mapped to this login:
ﬁ Securables Map Database User Defautt Schema
2 Status AMRef
ITAMZA
CITAM2RU | itam2ru (]
master
model
medb
tempdb

[] Guest account enabled for: ITAMZRU

Database role membership for: [TAMZRLU

Connection db_accessadmin
db_backupoperator
Server: db_datareader
localhost db_datawriter
Connection: db_ddladmin
ITECOMihomirow db_denydatareader

db_denydatawriter
db_securityadmin
Progress public

Ready

_,j View connection properties

5. HasaTb Ha KHonKy <OK> ans coxpaHeHna MHGOopMaLMm 0 CO34aHHOM NoJib3oBaTesie.
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HacTpoiika cuctembl C UICNONb30BaHUEM AOMEHHO Y3,

B aTOoMm cnyyae cuctema A-Tracker gonskHa 6bITb 3anyLLeHa Noa, AOMEHHOM Y3, KOTOPO paspeLleHo NoAKAoYeHne

K SQL — cepsepy.

[ns aToro HeobxoAMMO:

Hw N

L]

B IIS Manager Bbibpatb Application Pools

BbibpaTb Ny, yKasaHHbIM y npunoxkeHns A-Tracker
OTKpbITb paclMpPeEHHbIE HAaCTPOIKHN

YKa3atb B Identity yueTHyto 3anuco

Internet Information Services (lIS) Manager

= O x

@W?j | 3+ ITAM2SERVERS

» Application Pools

CEEXCE

File View Help

@9 Application Pools _
a)' H |-ﬁ |& 3 pp G Add Application Poaol...
H gﬂ Start Page This page lets you view manage the list of application pools on the server, Application pools are associated with worker Set Applicati U
-9 JE;MESERVERS processes, contain cne ore applications, and provide isolation among different applications. Application Pool Tasks
Application Pools
a-[&] Sites Filter: l - W Go - % Show All | Group by: Ne Grouping S : Slap
Stoy
Mame N Status MET CLR Version Managed Pipel... |dentity 2 Re pde
@ SandboxNoManag¥dCode Started Mo Managed Code  Integrated ApplicationPoolldentity hat S
2} DefaultAppPool Started w4 Integrated ApplicationPaolldentity Edit Application Pool 3
@ Classic .NET AppPool Started  v2.0 Classic ApplicationPoolldentity Basic Settings...
_ i i R ling...
b j Settings 2 x Integrated Applfcat\onpool\deﬂt!ty CCYEIRT
Classic ApplicationPoolldentity Advanced Settings...
Managed Pipeline Mode Integrated " Integrated Applf:at\onpool\dent!ty Rename
Name DefaultAppPool IClass\c , Qpp:!cat\onsoo:::eﬂt!ty % Remove
ntegrate: pplicationPoolldentity
Queue Length 1000 View Applications
Start Mode AhwaysRunning
4 CPU @ tep
Limit (percent) 0 =
Limit Interval (minutes) 5
Processor Affinity Enabled False (® Built-in account:
Processor Affinity Mask 4294967295 |App\|cat|onPoolldEnt|ty v|
Processor Affinity Mask (64-bit option) 4294967295
4 Process Model () Custom account:
[ Generate Process Model Event Log Entry ‘| ‘ | : |
Identity ApplicationPoolldentity -
Idle Time-out (minutes) 0
ldle Time-out Action Terminate
Load User Profile False 4 5
Maximum Worker Processes 1 OK | ‘ Cancel |
Ping Enabled True ~
Identity
[identityType, username, password] Cenfigures the application pool to run as built-in account, i.e.
Application Pool Identity (recommended), Metwork Service, Local System, Local Service, orasa
specific user identity.
QK ‘ | Cancel
T
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5. HACTPOWKA CEPBEPA NMPUNOKEHUN

YCTAHOBKA CAYXB IIS

[Ona yctaHoBKM cny»kb6 IIS Ha cepsepe nog ynpasneHnem MS Windows Server 2012 R2 v Bbiwe HeobxognMmo
BbINOJIHUTL CAeAytoLLMe AeNCTBUA Ha cepBepe NpuioxKeHui A-Tracker:

1. OtkpbITb <Server Manager>
2. Bbibpatb pasaen <Manage\Add Roles and Features>

Manage Tools View

Add Roles and Features

Remaove Roles and Features

Add Servers
Create Server Group

Server Manager Properties

3. Ha cTtpaHuue <Before you begin> HaxkaTb <Next>

»

Ha cTpaHuue <Select Installation type> BbibpaTb <Role-based or Feature-based Installation> n HaxaTb
<Next>

Ha cTtpaHuue <Select destination server> npoBepuTb, YTO BbIOPaH TEKYLLMIA CepBep M HaxkaTb <Next>
Ha cTpaHuue <Select Server Roles> Bbibpate <Web Server (I1S)> n HaxkaTb <Next>

Ha cTpaHuue <Web Server Role (I1S)> HaxkaTb <Next>

© N o U

Ha cTpaHuue <Role Services> BblbpaTb BCe NyHKTbI pa3genos <Security>, <Performance> n <Application
Development> u HaxkaTb <Next>

9. Ha ctpaHuue <Confirmation> HaxkmuTe <Install>

10. Y6enmBLIMnCh, YTO B NPOLLECCE YCTAHOBKM He 6bl/10 OWKMBOoK, HaxkaTb <Close>

11. AnAa Toro uytobbl NpoBepuTb GaKT ycnelwHol yctaHoBKM IS B 6pay3epe HEOHX0AMMO OTKPbITb CTPAHULLY
http://localhost. lonKHa OTKPbITbCA CTapToBas cTpaHumua lIS.

HACTPOWKA CNY¥B IIS

Mepepa HacTpolikoli |IS HeobxoaMMo BbINONHUTL ycTaHOBKY <Windows Hosting Bundle>
(https://dotnet.microsoft.com/en-us/download/dotnet/6.0).

[ns HacTpolikn Web-cepsepa II1S HeobxoAMMO BbINOHUTL CAeaytoLLne AeNCTBUS Ha CepBepe NPUIONKEHUI A-
Tracker:

1. CronupoBaTb coaep:kmnmoe nanku <ATracker> n3 Ouctpmnbytuea 8 nanky: <C:\inetpub\wwwroot\>

2.  OTKpbITb NpunoxeHue <Internet Information Services (l1S) Manager>

ITAM2.ru KoHgpuoeHyuanbHO CtpaHuua 11 13 19
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Cuctema ynpasneHua UT-aktmueamu A-TRACKER

Search

Everywhere -

1S Manager .

"‘!‘Eh Internet Information Services (|1%)

3. OTtkpbITb pasgen <Sites\Default Web Site> n BbibpaTtb nyHKT <Basic Settings>. MpoBepuTb 3HaYeHMe nons
<Application Pool>

Connections .
I @ Default Web Site Home
e Al
-85 Start Page o . —
:’-1"*5_5_] MTIH-ATEST (MTIH-ATESTAS Filter: Goo - g Show Bl | Group byt Area
i ASD MET

il Bpplication Pools 3
4.6 Sites Edit Site I_-

b DefaultWeb Site

|DefauItWeb Site | |Defau|t-'lpp|300|| | Select.

Physical path:

|C:\inetpub\uuwwr00t || ‘

Pass-through authentication

‘ Connect as., | | Test Settings...

Ok ‘ ‘ Cancel

4. OTkpbITb pasgen <Application Pools>, Bbigenuts B cnucke DefaultAppPool, oTkpbITh <Basic Settings>.
YcTaHoBUTL 3HaveHue <.NET CLR version> paBHbim <No Managed Code>, <Managed pipeline mode>
paBHbIM <Integrated>

ITAM2.ru KoHguoeHyuansbHO CrpaHuua 12 3 19
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(ﬁ, Applicalion ools
i i':i |iﬁ |Q, qﬂ P

i o Page his pa e lets you view and manage the list of application pools on the server
495 ITAM2SERVERA (ITAM2SERVE g ¥ g st pp p :

! . Application pools are asscciated with worker processes, contain one or more
" .@ Application Pools applications, and provide isolation ameng different applications.
I -[&] Sites

Filter: - W Go - (g5 Show All | Group by:

Mame * Status MET CLR V... Managed Pipel... |dentity
@Defaul‘bﬁ.pppool Started Mo Manag.. Integrated

ApplicationPoclld...

Mame:

Defaulm Pool

MET CLR version:

| Mo Managed Code

Managed pipeline mode:

| Integrated W |

[+] Start application pool immediately

[aTb npaBa Ha peaakTMposaHue nonbsosatento IS Ha nanky <C:\inetpub\wwwroot\>. Ecau 8 none
Application Pool yka3saHo 3HauyeHune DefaultAppPool, To Ha 3anucsk B nanky <C:\inetpub\wwwroot\>
Heobxoanmo faTb npasa nosbsosatenam USRS u 1IS. s 3Toro Ha Ha3BaHWA NanNKM HaxKaTb NPaBoW

KHOMKOW MbIWK 1 BbIGpaTb <Properties>. Ha BKknagke <Security> HaxkaTb Ha KHOMKy <Edit> 1 BbIGpaTh
cneayrownin NyHKT ana nonssosateneit IUSRS u lIS:
a. Full Control

Ecnun nonb3osatenu 1IS n IUSRS He HanaeHsbl, To AaTb rpynne USERS aHanornyHble npasa

ITAM2.ru
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|Eenerai|51’1ahg|59mﬁb’|Pm¥asions Customize

Object name:  C:\temp

EI’OUP ar User names:

5% CREATOR OWNER
52, SYSTEM
82, Administrators | ‘" Administrators)

To change permissions, click Edit.

Pemissions for Users

Full contral

Modify

Read & exacute
List folder contents
Read

Write

S S

For special pemissions or advanced settings.
click Advanced.

6. B HacTtpoikax <Advanced settings> ana caiTa ykasaTb:

1.
2.

ITAM2.ru

<Preload Enabled> = true

lpynna HacTpoek <Limits>, nyHKT <Connection timeout> =0

KoHghudeHyuanoHo

CrpaHuua 14 n3 19
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g Internet Information Services (IIS) Manager
/@ ® |O » ITAM2SERVERS » Sites » Atr-Sandbox! »

File View Help

Adions
CH 28 0 Atr-Sandbox1 Home B Golore
@5 Start Page Filt Edit Permissions...
@3 ITAM2SERVERS (ITAM2SERVE| | " )
2} Application Pools s 4 (General) ~ Wt i
- C T N <or-boNoManagedcCode = Bindigs..
5@ Atr-Demol Q& Bindings http:*:80:sandbox] itam2.ru Basic Settings..
b & Atr-Project Authentic] D 3 View Applications
b €D Atr-Sandbox] 1 Name Atr-Sandbox] View Virtual Directories
b €9 Atr-Sandbox2 Physical Path G \Atr- 1 5
& Physical Path Credentials r""?’ cheite
ISAPI Filte, Physical Path Credentials Logon Type ClearText < Restart
Preload Enabled True 3 b Start
Managerf| | 4 Behavior A [ s
Enabled Protocols http Browse Website
4 Limits [ Browse sandboxl.itam2ru on
Configurat Connection Time-out (seconds) 0 4 %80 (http)
Editor Maximum Bandwidth (Bytes/second) 4294967295 Advanced Settings... 2
Maximum Concurrent Connections 4294967295 ConﬁgtT—
Maximum Url Segments 32 o
o Help
Application Pool
icati 1] Co i lication to run in the specified application pool.
=
< i > Features View | % Content View
Ready T

7. B HacTpolikax cainTa <Advanced settings> ana Application pool ykasaTtb <Start mode> = <Always running>

o Internet Information Services (1IS) Manager == x |
@ () |2 TAMZSERVERs » Application Pools &= 5 @-

File View Help

(Comectons ot Ao
&~ &2 | ‘ﬂ Application Pools & Add Application Pool...
E Is';zr:A:aSg;VERS (TAM2SERVE This page lets you view and manage the list Set Application Pool Defaults...
=i applications, and provide isolation among Application Pool Tasks
Application Pools 1 § = 4 (General) A~ ¥ Sth
48] Sites Eitéie o {NET CLR Version va.0 . s
o il top
b€ Atr-Demol Name A Enable 32-Bit Applications False o
4 B Au-project & NETvAS Managed Pipeline Mode Integrated ¥, Reorcles
b€ Atr-Sandbox1 2 NET v4.5 Classic Name DefaultAppPool = £kt Appihcation Fool
b @ Atr-Sandboi2 ) DefaulthppPool 2 Queue Length 1000 T Lotz
2 sandboxNoManagedCode AlwaysRunning 4 Recycling...
4 CPU Advanced Settings... 3
Limit (percent) 0 Rename
Limit Action NoAction K Remove
Limit Interval (minutes) 3 = =T
Processor Affinity Enabled False View f phications
Processor Affinity Mask 4294967295 @ Hep
Processor Affinity Mask (64-bit option) 4294967295
4 Process Model
b Generate Process Model Event Log Entry
Identity ApplicationPoolldentity
Idle Time-out (minutes) 0
Idle Time-out Action Terminate
Load User Profile False <
Start Mode
[startMode] Configures application pool to run in On Demand Mode or Always Running Mode
<] I 51 |2 Features View
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UHCTPYKUMA NO ycTaHOBKe
Cuctema ynpasneHuna UT-aktnsamm A-TRACKER

8. B nanky <C:\inetpub\wwwroot\licenses\> go6asutb mueH3no npunoxeHus A-Tracker.

EcAv AnueH3na He ycTaHOBEHA, MPY CTapTe NPUIOXKEHUA B fore byaeT 3anucb «OWnbKa AMueH3snn. He HallaeHa
HW OAHA INLLEH3UAY.

HACTPOWKA MAPAMETPOB MPUJIOXEHMA A-TRACKER

Hactpolika napameTpos ocyliectsnseTcs yepes daiin koHourypaumm <C:\inetpub\wwwroot\appsettings.json>.

Mepes Hayanom paboTbl HEOHXOAMMO BbINOSHUTL HACTPOWKY NAapamMeTPOB NOAKAOYEHMA K base AaHHbIX. A
3TOro caefyeT yKasaTb 3HavyeHua B cekummn <ConnectionStrings>:

Napamertp OnucaHue Mpumep
Database Type Tun 6a3bl gaHHbIX (Microsoft SQL MssQL
Server uau PostgreSQL)
Database CTpOKa NOAKANOYEHUA K cepBepy Mpu noaknoueHUn Nog JOMeHHOM Y3:
Connection Ba3sbl AaHHbIX. O6A3aTenbHO Ana data source=ServerName;initial
3anoaHeHuA. catalog=ITAM2RU;persist security

info=True;multipleactiveresultsets=True;application
name=EntityFramework;Integrated Security=SSPI

Mpu noakntoueHun nog Y3 SQL-cepsepa:

data source= ServerName;initial catalog=
ITAM2RU;persist security info=True;user
id=itam2ru;password=password;multipleactiveresul
tsets=True;application name=EntityFramework

3a HaCTPOIKY CMCTEMbI OTBEYALOT CAeAytoLMe NapameTpbl KOHGUTypaLMoHHOTO daitna:

MNapametp OnucaHue Mpumep
LDAP Authentication CTpoka nogkntodeHua K cepsepy MS Active "LDAP Authentication": {
Directory. 3anonHseTcs B C/ly4ae HaCTPOMKM "Enable"; false,

ayTeHTUdMKaLMM Npu BXoAe B cucTemy A-

! ":"172.0.0.1",
Tracker c nomouypto MS Active Directory. He server 0.0

06a3aTeNIbHO A8 3aN0NHEHUS. "Domain™: ",
"Port": 389
}
SMTP Settings Hactpoliku SMTP ans oTnpaBKM MNOYTOBbIX "SMTP Settings": {
yBeAOMIEHUN "MailFrom":

"noreply@company.com”,
"Password": "password",
"Host": "smtp.gmail.com",
"Port": 587,

"EnableSsl": true,

"Application URL":
"https://atracker.company.com/"

b

Mocne BHeCEHMA U3MEHEHWUIA B napameTpbl HEO6XOAVIMO BbIMONTHNTb Nepe3anyck caviTa.
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Cuctema ynpasneHua UT-aktmueamu A-TRACKER

B cucteme ectb Hpe,ﬂ,HaCTpOEHHbIVI Nno/sib30BaTe/b C PO/blo AgMUHUCTPATOpa:

e JlornH «Admin»

e [laponb «suppOrT»
HacroATenbHO peKomeHAyeTcAa CMeHUTb Napo/ib cpasy nocae ycraHoBKu cuctembl A-Tracker.

Takxke, peKoMeHAYeTCA CO3A4aTb yYeTHble 3anucU COTPYAHUKOB U BbiAaTb UM PO/Ib AGMUHUCTPATOPA, A He
MCNO0/b30BaTb BCTPOEHHYIO YYeTHyto 3anucb Admin.

Yto6bI ycTaHOBUTL cayX6y Windows:

e CkonupoBaTb Nanky c Gpainamm ciy»6bl NAaHNPOBLUMKA 33434 Ha AMCK (Hanpumep, B "C:\A-Tracker
Scheduler Service")
e  OTKpbITb PowerShell oT uMmeHn agMmnHUCTpaTopa

° YcTaHOBUTL cny>K6y, BbIMNOJIHUB ABE KOMaHbl NocCnenoBaTe/ibHO

sc.exe create "Atr-PingScheduler" binpath="C:\A-Tracker Scheduler Service\A-Tracker
Scheduler Service.exe" start=auto displayname="ITAM2.RU: nnaHupoBuwuk 3apgay"

sc.exe description "Atr-PingScheduler" "Cny#6a nnaHupoBwmka 3apady A-Tracker"

EN Agmwnuctpatop: Windows PowerShell - O Pt

binpath= Tracker Scheduler Servi -Tracker Scheduler Se

U: naHupoBuMeE 3agaq”
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UHCTPYKLMA NO YCTAaHOBKe
Cuctema ynpasneHuna UT-aktnsamm A-TRACKER

e 3axoamm B Windows B Cny:k6bl (Services) n 3anyckaem yCTaHOBNIEHHYO CyKOy:

Lo

ITAMZ.RU: nnanmposumk sagay Hmn Onucanune CocToaHKe

T Ll
@ Google Chrome Elevation Service (GoogleChromeElevationService) B
Sanycrume cnyk6y -@ GraphicsPerfSve Graphics performance monitor service B
@ |ICEsoundService Beinonxaetca A
Onucanne @ Intel Bluetooth Service Intel(R) Wireless Bluetooth(R) iBtSiva Se... Beinonuaerca £
Cny>x6a nnannposLumka 3agaq A- @ Intel(R) Content Protection HDCP Service Intel(R) Content Protection HDCP Servi... Beinonnserca A
Tracker @Intel(R} Content Protection HEC| Service Intel(R) Content Protection HECI Servic... Beinonuaerca B
@ Intel(R) Dynamic Platform and Thermal Framework service Intel(R) Dynamic Platform and Thermal ... Beinonnsetca 2
@Intel(R} Graphics Command Center Service Service for Intel(R) Graphics Command ... Beinonnsetcs A
5@, Intel(R) HD Graphics Control Panel Service Service for Intel(R) HD Graphics Control... Beinonnmetcs £
@ Intel(R) PROSet/Wireless Event Log Manages the event trace messagesfor... Beinonwserca A
@ Intel(R) PROSet/Wireless Registry Service Provides registry access to all Intel ® PR... Beinonwserca &
@ Intel(R) PROSet/Wireless Zero Configuration Service Manages the zero configuration service... Beinonnaerca £

AM2.RU: nnanuposwmk 3353y ( NAaHWpoBLLMKa 3aga4 A-Tracker
@JetBrains ETW Host Service v16.30.0 (x64) Hosts processes that collect ETW events... Buinonnsetca 2
EQl(tmRm AnA PANHATOPA PacNpeseneHHbX TPaH3aKLWi KoopannupyeT Tpansakummn mexay MS ... B
@Mmﬂging’iewice_aem Cnyx6a, oTeeyatolan 3a obmen coob.. B
@ Microsoft Edge Elevation Service (MicrosoftEdgeElevationService) Keeps Microsoft Edge up to update, If t... B
5@, Microsoft Edge Update Service (edgeupdate) OBecneYnBaET akTyaNbHOCTE NPOrpam... A
@ Microsoft Edge Update Service (edgeupdatem) OBecneYnBacT aKTyanbHOCTE NPOrpa... B
@ Microsoft Office Click-to-Run Service 3ra cny«Ba ynpasnaeT koopanHaumeid ... Beinonwmetca 2
@ Microsoft Update Health Service Maintains Update Health Cwv

<

w

Paciumpentbiit f( CIaH,qap’mhlii/

Y106b1 yaanutb cny>kby Windows:
e 06A3aTenbHO OCTaHOBMUTL CAyKby B Windows cny»kbax
e  OTKpbITb PowerShell oT umeHn agmuHKcTpaTOpa

e Yaanutb cayK6y, BbINONAHMB KOMaHA4y

sc.exe delete "Atr-PingScheduler"

7. HACTPOWKA OTMPABKW YBEAOMJIEHUM

[Ns HAaCTPOMKMN UCXOAALLUX YBEAOMIEHNIN HEOBXOAMMO 3aMONHUTL NapameTpbl < SMTP Settings>, MailFrom,
Password, Host, Port, EnabledSsl, Application URL yka3aHHbIx B pasaene <5. HacTpolika cepBepa NpuaoKeHNn>.

Ecav nouToBbIN cepBep paspellaeT OTnpasKy 6e3 aBTopusaLmm:
e "Password": "[WithoutAuthentication]"

[na oTNpaBKKM UCXOAALLMX YBEAOMAEHUI Ucnonb3yeTcsa nose <email (sEmail)> cnpaBoYHMKa cCOTPYAHMKOB
<Tabnunua itamEmplDept>.

8. HACTPOMKA AYTEHTU®UKALMWN C UCNOJIb3OBAHUEM MS ACTIVE DIRECTORY

Mpu Bxoae B cuctemy A-Tracker moxeT 6bITb UCMO/Ib30BaHa CUCTEMA BBOJa /IOTUHA U Napoaa A0OMEHHOro
nonb3osatens. [lpu Bxode B CUCTEMY NOJ, Nosib3oBaTesieM «Admin» Bceraa Mcno/ib3yetca NpoBepKa Napo/ia no

base gaHHbIx cuctembl A-Tracker.

[nA HAacTPOIiKM ayTeHTUdUKa LMK € ncnoib3oBaHnem MS Active Directory Heo6xoAMMO YCTaHOBUTL criegytolume
napameTpbl:
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UHCTPYKLMA NO YCTAaHOBKe
Cuctema ynpasneHuna UT-aktnsamm A-TRACKER

1. 3anonHuTtb pasaen B appsetting.json «LDAP Authentication». Cm. pasaen <5. HacTpolika cepsepa
NPUNONKEHNN>

2. CospaaTb B CNpaBoOYHMKe coTpyaHUKoB A-Tracker Bcex nonb3oBaTtenei, Kotopble 6yayT NOAKNHOYATLCA K
cucrteme.

3. Cos3aaTb B CNPAaBOYHMKE y4eTHbIX 3anucent A-Tracker Bcex nosib3oBaTesiei, KoTopble ByayT NOAKAYATLCA
K cucteme. MNpu 3ToM nose <Mma> fONKHO COOTBETCTBOBATL MMEHM YYETHOW 3anmcKn noab3osaTena B MS
Active Directory (6e3 umeHu gomeHa). MNosie Napoab MOXHO 3aN0JIHUTb NPOU3BO/IbHBIM 3HAYEHUEM.
YcTaHOBUTbL Npu3HaK enable=true B pasaene «LDAP Authentication» daiina appsetting.json.

5. BbINonHUTb Nepesarpysky caita cuctembl A-Tracker Ha cepsepe I1S.\

9. HACTPOMKA ABYX®AKTOPHOW AYTEHTUOUKALWUWN AN BCEX NO/Ib3OBATENEN

[na Toro, 4tobbl NPUHYAUTENBHO BKAOYUTL ABYXDAKTOPHYIO ayTeHTUOUKALMIO AN BCEX NONb30BaTeNEN,
Heobxoanmo B KoHdUrypaLmoHHoMm dalinie napameTpy « Two Factor Authentication» 3agaTb 3HaueHue «true». B
3TOM C/ly4ae HOBbIN NO/Ib30BaTe/Ib NOC/Ie ABTOPU3ALMM MO IOTUHY M Napo/ito byaeT nepeHanpaBAeH Ha CTPaHULY ¢
KoHoUrypaumen asyxdakTopHOM ayTeHTUdUKALUK.
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